Denial of service attack and Distributed Denial of Service attacks are becoming an increasingly frequent disturbance of the global Internet. In this paper we propose improvement in detection of Distributed Denial of Service attacks based on fast entropy method using flow-based analysis. An adaptive threshold algorithm is made use of since both network activities and user's behavior could vary over time. Fast Entropy and flow-based analysis show significant reduction in computational time compared to conventional entropy computation while maintaining good detection accuracy. The network traffic is analyzed and fast entropy of request per flow is calculated. DDoS attack is detected when the difference between entropy of flow count at each instant and mean value of entropy in that time interval is greater than the threshold value that is updated adaptively based on traffic pattern condition to improve the detection accuracy.
Introduction
As the number of Internet users and network services continuously increase and the dependence on Internet for the critical online services grows, there is a high damage cost due to network attacks. Denial of Service (DoS) attacks has become a growing problem over the last few years resulting in huge loss for the victims regarding the quality of service. In Denial of Service attack, an attacker attempt to prevent legitimate users from accessing information or network resource such as a website, web service, or computer system. In the case of Distributed Denial of Service (DDoS) attack, attackers generate a huge amount of requests to victims through compromised computers (zombies), with the aim of denying the normal service or degrading the quality of services. One good example of DDoS attack which happened on February 2014 is a massive DDoS attack hit EU-US based servers, with security companies reporting it to be a powerful attack. The main reason behind these situations is that the network security community does not have useful traceback methods to trace attackers and detect the attacks efficiently and effectively immediately after the attack.
The one of reasons why the DDoS attacks are very threatening is the automated tool. Because of using the automated attack process, if once the attacker finds the systems with weak security, it does not take above 5 seconds to install the tool and attack the victim. And it takes thousands of hosts only one minute to be invaded. DDoS attack tools like Trin00, TFN, Tribe Flood Network 2000 (TFN2K) and Stacheldraht are being used to launch even stealthier attacks.
Most of DDoS attack detection method is using static threshold approach to detect the attacks [1] , where the detection accuracy is less. Some of the work in DDoS attack detection takes more computation time which makes the detection system very complex. The proposed DDoS attack detection method improves detection accuracy by using adaptive threshold algorithm. To improve computational complexity, we use fast entropy approach on flow based data rather than conventional entropy approach.
The organization of this paper is as follows. Section 2 describes the background of DDoS attacks and the related work in the area of DDoS attack detection. The proposed detection method is described in section 3. Detailed analysis and performance evaluation is illustrated in Section 4. Section 5 summarizes the paper giving an outlook on future research in flow-based DDoS detection.
Related work
DDoS attack detection mainly considers three approaches: Signature Based Approach (SBA), Anomaly Based Approach (ABA) and Entropy Based Approach (EBA). In SBA system attributes are compared against a database of signatures or attributes from known malicious threats. This is similar to the way most antivirus software detects malware. The issue is that there will be a lag between a new threat being discovered in the wild and the signature for detecting that threat being applied to the database. During that period, the new threats will go undetected. SBA is efficient because it is easy to implement. According to Ditcheva and Fowler [2] it is proved that signature based IDS identifies known attacks with low false negatives. But SBA has limitations that updating lag and it is not possible to detect zero day attacks.
Anomaly Based Approach (ABA) [3] has been proposed to overcome the limitations of SBA. It uses distribution analysis approaches, data mining, and statistical approaches. Anomaly based approach will monitor network traffic and compare it against an established baseline. The baseline will identify what is "normal" for that network, what sort of bandwidth is generally used, what protocols are used, what ports and devices generally connect to each other and alert the administrator or user when traffic is detect as anomalous, or significantly different, than the baseline. The issue is that it may raise a False Positive alarm for a legitimate use of bandwidth if the baselines are not intelligently configured [4] .
Entropy-based approaches have significant benefits in DDoS detection. When the monitored network runs in normal way, the entropy values are relatively smooth. Otherwise, the entropy value of one or more features would change significantly [5] . The use of entropy can increase the sensitivity of detection to uncover anomalous incidents. Even though using Entropy has several advantages, it still needs an efficient algorithm to reduce computational time and memory usage in a high speed network. In the work of No et. al [6] developed fast entropy approach to reduce computation time. Here fast entropy of packet count is calculated.
Proposed DDoS Attack Detection
The proposed DDoS attack detection method is based on three objectives. This section describes each objective in detail.
1. Flow aggregation for doing flow based attack detection. 2. Fast Entropy computation to detect DDoS attack with less computation time.
3. Adaptive Threshold Algorithm to improve detection accuracy.
Flow Aggregation
Flow is a unidirectional series of IP packets of a given protocol travelling between a source and a destination IP/port pair within a certain period of time [7] . Flow aggregation techniques are used to aggregate flows into a single flow with a larger granularity of classification giving a flow count for each connection is shown in Fig. 1 . Aggregated flows have a larger number of packet information that dramatically reduces the amount of monitoring data. Hence, Internet traffic flow profiling has become a useful technique in the passive measurement and analysis field. Instead of considering the packet count of each connection, the proposed method takes the flow count of each connection at particular time interval for detecting the flooding attacks, increasing the speed of analysis. 
Fast Entropy Approach
In this detection approach, fast entropy of flow count is calculated for each connection as shown in Fig. 2 . When there is an attack, entropy drops drastically, because there is one flow count that is dominating. In the non-attack case, the entropy will be in a constant range. Let a random variable x (i,t) represent the flow count of a particular connection i over a given time interval t. The fast entropy for a particular interval and particular connection is calculated as follows: 
Adaptive Threshold Algorithm
In flooding attack detection, threshold value is very important. Threshold value needs to be updated according to the packet traffic condition. On one hand, if an attacker sends malicious traffic with small change in traffic when the channel is stable, the detector cannot detect the attack with high value of β, where β is the threshold multiplication factor. Because of the steady channel condition and stealthy attack pattern, the detection facility does not work properly with highly set β. On the other hand, if the channel is burst but the detector has small β, the detector works very sensitively in this situation. As a result, the detector yields many false positives, which are not severe but a bad characteristic of the detector. In the proposed method β value is updated based on entropy value. The detection algorithm is shown in fig: 3 . The β will be changed under the following rules:
refers to the fast entropy, μ t and σ t is the mean and standard deviation of flow count during a particular time interval. D (i,t) is defined as the difference between the mean value μ t and the fast entropy . While applying adaptive threshold algorithm, if D (i,t) is greater than the product of β and σ indicates flooding attack. 
Performance Evaluation
Experiments are carried out on a subset of CAIDA dataset [8] used in DDoS detection evaluation program. In this section, we evaluate the effectiveness and efficiency of the proposed DDoS detection based on fast entropy mechanism with adaptive threshold algorithm. The proposed method is based on flow based analysis which requires only packet header information. In flow aggregation, the header information was aggregated in a particular time interval, which belongs to identical 5 tuple (Source IP address, Destination IP address, Source port, Destination port, Protocol Number). By flow aggregation, processing overhead is reduced and speed of analysis is increased. The subset of flow count obtained during particular time interval is shown in Table 1 in descending order. Fig. 4 shows flow count information of each connection at different time intervals. Flow count is a distinguishing property which shows the severity of the flooding attack. During flooding attack the flow count will increase. As shown in Fig:4 the connections C 1 and C 2 its flow count is very large value. Here Instead of analysing the dataset based on the captured packet header information, the flow count of each connection in the dataset is being used for fast entropy calculation. This increases the speed of analysis.
The next objective is to show that the flow entropy drops drastically for attack case and it is stable for non attack cases. Table 2 shows the fast entropy value of each connection at particular time intervals. Here entropy value is drastically decreased for a connection with large flow count. Table 3 summarises the fast entropy value and flow count at different time intervals.
DDoS attack detection is characterised by the fact that if the difference between the fast entropy and mean is greater than the threshold value. This adaptive threshold algorithm improves the detection accuracy and the fast entropy calculation reduces the computation time compared to conventional entropy. Table 4 presents variation of entropy value with mean for different connections. Table 5 shows variation of |with flow count of each connection at different time interval. It indicates the variation is significantly large for a large flow count of particular connection. For example the connection between 192.95.27.190 and 71.126.222.64, entropy variation is very large value (7.46) compared to other connections as shown in Table 4 . 
Conclusion
We propose an efficient DDoS attack detection method using Fast entropy approach. The flow count is calculated for each connection at particular time interval. From the observation it is clear that the fast entropy value is considerably reduced for particular connection and particular time interval of which flow count is large value compared to rest. DDoS attack is detected, when the difference between entropy of flow count at each instant and mean value of entropy in that time interval is greater than the threshold value. Since the threshold value is updated adaptively based on traffic pattern condition, the accuracy of detection is improved. After detecting DDoS attack, as a future work it is possible to find out attacker and agents of DDoS attack using IP traceback mechanism, as the detection system can performed efficiently based on flow aggregation method.
